The University of Texas at Dallas
Fiscal Year 2007 Audit Work Plan

TABLE OF CONTENTS

L0 YT o P O 1
Identification of the Audit Universe and Risk Assessment.........cccoooeveeennee, 3
= | 11 Vo O U PPPUTPPURPPIOt 6
Organization Chart: Audit and Compliance..............couuiiii e e 7
Calculation of Fiscal Year 2007 Audit HOUIS ........ooovvieeeiiiii e e e 8
([T a R o (o 1§ VA X B o 1 £ 8
Types of Audits CONAUCTEA. ... e e 9
Academic Institutional Processes AUAILS .............uviiiiiiiiiiiireerriiireree s 10
Research AUAItS ... e e 11
Information Technology AUAIS ............coiiii e 12
FINanCial AUAILS .....cooveieeiieeeeee e e 14
Compliance Audits and INSPECHIONS..........c.ceuviiiiiiieiirr e 16
Change in Management REVIEWS ............cooiiiiiiiiiiiii et 17
FOHOW-UD AUGIES ....cooiiiiiiiiiciii ettt e e s e e e e ee e e e e e e s annnnneeeeas 17
L (o] [=Tox £ TSSO 18
Appendices

Appendix A: FY 2007 Detailed Audit Plan (includes Audit Scope) ...........cccovvvvvevennnnnn.. 19
Appendix B: Risk Assessment for Academic Institutional Processes..........ccccvvvvvenennn.. 22
Appendix C: Risk Assessment for Research Areas............uuvevverveeeeeeeeivvniinsvnnnnennnnes 24
Appendix D: Risk Assessment for Information Technology .............eveeciiciiiiiiiiiininnns 27
Appendix E: Institutional Compliance Audits & Inspections...........cccevveveeevveiiiinncinenne. 29
AppendiX F: Tier ONe RISKS.........ciiiiiiiiiieriiiiieiieiee et ereris s e 31
Appendix G: Calculation of Available HOUrS ..., 32
Appendix H: Priority AUdit Plan.............ovviiiiiiiiiiiiieeeeeeeeesceriiesrs e 33
Appendix I: Five Year HiStOrY ........eueoeii i e e 36
Appendix J: Risk Assessment for Financial Areas...........ccouvuiveiiriiriniciiniiiieeeeeenen 40

Appendix K: Carryforward from Fiscal Year 2006 Plan ..........ccccceeiieeiieeieieriniiieiieeeeeee, 42



The University of Texas at Dallas
Fiscal Year 2007 Audit Work Plan

Overview

The University of Texas at Dallas (UTD) fiscal year 2007 Audit Work Plan is a
description of the internal audit activities that will be performed by the UTD Office of
Internal Audit in fiscal year 2007. Our overall objective was to develop a standardized
audit plan, consistent with the Internal Audit Charter', and consistent with UTD's
mission and goals, which addresses the highest risks W|th|n UTD.

In accordance with the Texas Internal Auditing Act (Texas Government Code 2102)
U. T. System Business Procedure Memorandum No. 18°, The Institute of Internal
Auditors' (llA) Standard 2000 (Performance Standards) Generally Accepted
Governmental Auditing Standards®, and specific instructions from The U. T. System
Audit Office, we have prepared a formaI audit plan for fiscal year (FY) 2007. This audit
plan allows the Chief Audit Executive (CAE) at UTD to carry out the responsibility of the
Internal Auditing department in accordance with lIA Standards and under the direction
of the Audit Committee.

UTD’s mission is: to provide Texas and the nation with the benefits of educational and
research programs of the highest quality. These programs address the
multidimensional needs of a dynamic modern society driven by the development,
diffusion, understanding and management of advanced technology.

Within the context of this mission, the goals of the university are:

To provide able, ambitious students with a high-quality, cost-effective education
that combines the nurturing environment of a liberal arts college with the
intellectual rigor and depth of a major research university.

e To discover new knowiedge and to create new art that enriches civilization at
large and contributes significantly to economic and social progress.

e To enhance the productivity of business and government with strategically
designed, responsively executed programs of research, service and education.

In accordance with UTD’s mission and goals, the UTD internal audit function will:

* audit key financial and operating information,

* continue to focus on providing assurance activities in the institutional compliance
initiative,

* perform information technology audits on systems critical to operations,
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* emphasize economical and efficient use of resources and accomplishment of
established objectives and goals for operations in core business process audits,

* limit management reviews to departments where there has been a change in
management, and

* perform required projects and special requests made by management.

Input on the Audit Plan was received from the members of the UTD Audit Committee®.
The Audit Committee is comprised of the following members:

Dr. David Daniel, President and Chair of the Audit Committee
Dr. Hobson Wildenthal, Executive Vice President and Provost
Dr. Darrelene Rachavong, Vice President for Student Affairs
Dr. Hasan Pirkul, Dean of the School of Management

Ms. Jody Nelsen, Associate Vice President for Business Affairs
Ms. Lisa Choate, Partner, Ultimate Health Resources

VVVVVYV

To obtain input from the campus community, we sent out a survey to the Deans,
Directors, and Department Heads asking them for input on the Audit Plan. We also met
with representatives from the various areas of the university, such as Academic Affairs,
Business Affairs, Student Affairs, Information Resources, Research, and Compliance.

To prepare the audit plan, we followed instructions received from The U. T. System
Audit Office, “FY 2007 Audit Plan Guidance.” Refer to that document for detailed
guidelines on preparing the audit plan. A copy is on file in the Office of Internal Audit.

In addition to approval from the UTD Audit Committee, the Audit Plan requires several
additional levels of review and approval:

U. T. System Audit — audit hearing held between the UTD Director of Audit and
Compliance, the U. T. System Assistant Director of Audit, and the U. T. System
Audit Supervisor/UTD Audit Liaison on August 8, 2006.

U. T. System Audit, Compliance, and Management Review Committee — review
and approval of audit plans early October 2006.

¢ The U. T. System Board of Regents — plan approval November 8-9, 2006.

Despite the number of approvals, formal approval of the Audit Plan rests with the UTD
Institutional Audit Committee. The Plan was approved at the August 23, 2006 meeting.
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A preliminary quarterly budget has been prepared for fiscal year 2007. Quarterly
budgets will be prepared each quarter for the U. T. System Audit Office and
communicated to the Audit Committee for their information. Also, an audit work
schedule will be prepared on a quarterly basis for U. T. System Audit and the Audit
Committee. The work schedule will be based on priorities including risk assessment,
management request, departmental workloads, changes in operations, and staff
availability. Work schedules will be discussed at the quarterly Audit Committee
meetings.

The U. T. System Audit Office requires that progress on the Annual Audit Plan be
reported to them on a quarterly basis. This information is also reported to the
Institutional Audit Committee at the quarterly meetings. Any changes made to the Audit
Plan during the year will be brought to the attention of the Audit Committee for their
approval and documented in the Audit Committee meeting minutes.

Identification Of The Audit Universe And Risk Assessment

Our audit universe is a subjective assessment of what the Audit Committee feels to be
the auditable areas of the University. To determine the audit universe, we followed U.
T. System Audit Office guidelines, reviewed the Strategic Plan, prior audit plans, the
annual financial report, the budget, etc. For the academic institutional process audits,
we used the U. T. System suggested areas. In addition, we discussed the audit
universe with top management and members of the Audit Committee. We evaluated
the previous year's risk assessments, making revisions where necessary.

After determining the auditable areas and other activities, we performed a risk
assessment of various audit categories. The UTD audit universe is divided into the
following areas:

» Required Audits (UT System, External, Internal)

» Consulting

> Risk Based Audits: Institutional Compliance

» Risk Based Audits: Information Technology

» Risk Based Audits: Academic Institutional Processes
» Change in Management Audits

» Follow-ups

» Projects

The individual risk assessments contain the explanation of the risk factors, how the
totals were calculated, more detailed information regarding the selection of audits, and
which areas were selected for audit. Refer to the discussions of risk assessments
beginning on page ten.



The University of Texas at Dallas
Fiscal Year 2007 Audit Work Plan

We did not perform a risk assessment for management reviews (departmental audits),
since U. T. System only requires these reviews in the event of a change in
management.

We considered the following in developing the audit plan:

U. T. System Requirements. Requested audit hours to be devoted to:

o

@)

o

(o}

Compliance with U. T. System Business Procedure Memorandum (BPM)
No. 66, Protecting the Confidentiality of Social Security Numbers.
Implementation progress of BPM No. 76, Guidance on Effort Reporting
Policies.

Compliance with the Payment Card Industry Data Security Standards (for
institutions with more than 20,000 credit card e-commerce transactions).
This is not applicable to UTD per the Controller's Office.

Presidential Travel and Entertainment Expenses (Regents Rule 20205).

> External Audits Planned.

(o}

An external audit of the U. T. System financial statements has been
planned for the fiscal year ending August 31, 2006. Internal Audits is
responsible for performing the work prescribed by Deloitte, the outside
auditor.

The State Auditor's Office has informed UTD that an audit of Financial Aid
and the Schedule of Federal Financial Assistance will be performed for
the fiscal year ending August 31, 2006. :

In addition, UTD is 9Ianning for the SACS (Southern Association of
Colleges and Schools') accreditation process for FY 2008. We took the
work being performed in preparation for SACS into consideration during
the preparation of this audit plan.

> Required Audits and Activities. The following audits were required by external
sources, as detailed in Appendix A.

)
@)

(o]

Lena Callier Trust, required annually by the Trust Agreement.

Annual Internal Audit Report. Required by the Texas Internal Auditing
Act.

JAMP (Joint Admissions Medical Program)

> Risk Assessments. We performed the following risk assessments:

o

O 0O

o]

Appendix B: Academic Institutional Processes

Appendix C: Research

Appendix D: Information Technology

Appendix E: Compliance (we met with the Compliance Office and all the
high-risk area responsible persons in individual meetings)

Appendix J: Financial

" http://sacs.utdailas.edu/sacs _home
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Documentation outlining the disposition of “red” Tier One risks is outlined at
Appendix F.

Management Input. If management requested an audit, we selected that area,
with Audit Committee approval. At the time the Audit Plan was developed,
management had requested a review of faculty credentials in conjunction with
the SACS review.

Consideration of Fraud. In conducting our risk assessments, we considered
the potential for fraud in all areas, and ranked the areas where fraud could occur
as having a higher impact.

Compliance Inspections. We worked with the Compliance Officer to develop a
plan to ensure that the high-risk compliance areas were either audited or
inspected. A list of planned audits and inspections is detailed at Appendix E.
Generally, the higher risk areas, or ones that had not been audited recently,
were selected for an internal audit.

Results of Previous Audit, and Time Since Last Audit. Refer to Appendix |
for a Five Year History of internal audits conducted. If an audit appeared as a
higher risk item, but an audit was performed during FY 2006, we did not select
that area to audit, unless specifically requested by management, or the prior
audit revealed significant problems. If an audit had not been performed recently,
and the area was of higher risk, we took that into consideration when selecting
that area for an audit.

Economical and Efficient Use of internal audit resources was taken into
consideration in the development of the Audit Plan. Available hours, as detailed
in Appendix G, were 5,913.

Requirements of the Following U. T. System Action Plans.
o Action Plan to Enhance Internal Controls through Awareness,
Accountability, and Audit Committees (1994)
o Action Plan to Enhance Internal Controls (1996)
o Action Plan to Ensure Institutional Compliance (1998)
o Action Plan to Implement the Spirit of Sarbanes-Oxley Act of 2002 (2003)

Carryforward audits. Audits in process at August 31, 2006, from the fiscal year
2006 Audit Plan, were added to our Priority Audits in Appendix A. Audits that
were not completed from the 2006 Audit Plan and continued to rank high on the
2007 risk assessment were also added. A discussion of audits not completed
from the FY 2006 Audit Plan can be found at Appendix K.
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Staffing

As shown in the organization chart on page seven, the Office of Audit and Compliance
reports directly to the President. The Office also has a reporting relationship to the U.
T. System Audit Director through the U. T. System Audit departmental liaison. The
Director of Audit and Compliance meets with the U. T. System Board of Regents Audit,
Compliance, and Management Review Committee on an annual basis to discuss issues
and other concerns, such as staffing.

The Director of Audit and Compliance (Chief Audit Executive) is a CPA (Certified Public
Accountant) and a CIA (Certified Internal Auditor). The Information Systems Audit
Manager is certified as a CISA (Certified Information Systems Auditor). Staff auditors
are currently working on, and/or have completed parts of, the CIA exam. Career
development for the staff is a strategic goal of the office, and it is the CAE'’s practice to
create a working environment that facilitates career opportunities. The Office of Internal
Audit will continue its efforts towards developing staff to their fullest potential through
the performance of audits, training, and certification. Refer to the Office website for
detailed information regarding the experience levels of the staff members.®

The Compliance Office reports functionally to the President and administratively to the
Director of Audit and Compliance. This reporting relationship was designed to enhance
efficiency and reduce the duplication of efforts between the audit and compliance
functions. The Compliance Officer and the Chief Audit Executive work together to
enhance the quality of assurance services at UTD.

In addition to the professional staff, the Office of Internal Audit works with students in
the School of Management's Internal Auditing Education Partnership program each Fall
and Spring semester. These graduate students assist with selected audits, providing
additional resources to the audit office. For additional information on the program, refer
to their website at http://som.utdallas.edu/iaep/index.htm.
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Office of Audit and Compliance
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Calculation of Fiscal Year 2007 Audit Hours

See Appendix G for details on how available audit hours were calculated.

We calculated the number of audit hours available for fiscal year 2007 using 2,080
hours per full-time auditor. UTD’s Office of Internal Audit has 4.5 full-time equivalent
employees in the budget. After deducting the administrative time, calculated based on
past experience, and estimated annual employee turnover (past history and the current
economy indicates approximately four months each year), we had a total of 5,913 hours
available for audits. We used this figure to budget audit hours. See Appendix G.

After available audit hours were obtained, we selected the audits for fiscal year 2007
based on the risk assessments and input from management. The “Tier One” red risks
were given the most priority. See Appendix F for a list of Tier One risks and the internal
audit or other work performed in these areas. See Appendix A for a list and the
proposed scope of audits to be performed based on the input. Based on preliminary
surveys and input from the Audit Committee, the proposed scope may change. The
budgeted hours are subjective estimates based on audit experience. The hours are
subject to change based on risk assessments of the areas during the planning phase of
the audit.

Using Appendix A, we selected the Priority audits based on input from the Audit
Committee. Priority audits are those audits receiving the higher risk assessments, and
any audits that are required by U. T. System, etc. Priority audits are simply those audits
that are given first priority during the fiscal year. The U. T. System Audit Office has
requested that priority audits comprise at least 80% of the Audit Plan. This allows time
for special requests from management. Non-priority audits are done if time permits
later in the fiscal year.

The time budget for priority audits is located at Appendix H.

Non-priority Audits

As shown in the risk assessments, due to limited resources, not all high-risk audits can
be performed. The Audit Committee is responsible for selecting the audits considering
to be high-risk or important to management. Appendix A shows all audits selected,
broken down by priority and non-priority.

Pending available time, other audit areas will be considered, based on a risk
assessment by the Audit Committee. Such decisions will be discussed at the quarterly
Audit Committee meetings considering changes in the control environment, economy,
management, etc. During these quarterly discussions, the risk assessments prepared
will be discussed, and supplemental audits will be assigned.
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Types of Audits Conducted

‘ Audit Area Purpose

Financial Audits Over time, to attest that the financial statement

Institutional
Compliance

Information
Technology

Institutional
Processes

Management
Reviews

Projects

information included in the Annual Financial
Report is fairly presented in all material
respects.

uthoritv . |
» lIA Standard 1000 and
2000
> 1996 Action Plan

Provide assurance that an effectively designed
Institutional Compliance Program has been
implemented and is operating effectively. Also,
to provide assurance that the institution is in
compliance with policies, plans, procedures,
laws, and regulations that could have a
significant impact on operations and reports.

Provide assurance that information assets are
secure, effective and reliable, are linked to the
achievement of the organization’s objectives,
and are used in accordance with all applicable
laws, rules, and policies.

Provide assurance that either 1) assets are
safeguarded, 2) resources are employed
efficiently and economically, or 3) established
operating and strategic goals and objectives are
accomplished for all “Core Business Processes”
that are not covered under Key Financial and
Operating, Institutional ~ Compliance,  or
Information Technology.

Provide a consulting service to the new
manager by reviewing the existing internal
controls in the department and providing the
information necessary to assist the new
manager in developing an adequate system of
internal controls which will provide reasonable
assurance of sound management.

Assist members of the organization in the

effective discharge of their responsibilities.

» Includes Cost Savings, providing training,
peer reviews, activities requested by
management, and special investigations.

» IIA Standard 1000 and
2000

» 1998 Action Plan
Texas Internal Auditing
Act - Sec. 321.0132

> lIA Standard 1000 and
2000

» Texas Internal Auditing
Act, Section

> lIA Standard 1000 and
2000

» Texas Internal Auditing
Act, Section 3and 7

» lIA Standard 1000 and
2000

» 1994 Action Plan

» 1996 Action Plan

> [IA Standard 1000 and
2000

> Texas Internal Auditing
Act — Section 7(1)(e), 7
(1))

» 1994 and 1996 Action
Plans
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Academic Institutional Processes Audits

The risk assessment for Academic Institutional Processes Audits is detailed in
Appendix B. According to the U. T. System Audit Office, the purpose of these audits is:

“To provide assurance that either: (1) assets are safeguarded, (2) resources are
employed efficiently and economically, or (3) established operating and strategic
goals and objectives are accomplished for all of the ‘other high-risk areas’ that are
not covered under Key Financial and Operating, Institutional Compliance, or
Information Technology.”

The authority for these audits comes from IIA Standards 1000 (Attribute Standards),
2000 (Performance Standards), and the Texas Internal Auditing Act Sections 3 and 7.

The population for the Academic Institutional Processes Audits was obtained from the
U. T. System Audit Office. These areas were developed by various members and audit
directors of the U. T. System Internal Audit Council, using information contained in the
Comptroller's Texas School Performance Review, ngher Education Audit Protocols.®
In addition, consideration was glven to the risks defined in the Association of College
and University Auditors’ (ACUA)'® Higher Education Risk Dictionary.

In addition, input was received from all areas of the University by sending out a survey
to Deans, Directors, and Department Heads, and by interviewing selected
representatives from Academic Affairs, Student Affairs, Business Affairs, Information
Resources, and Research, and Compliance.

Using Enterprise Risk Management (ERM) techniques, and with the input received as
described above, we valued the impact and probability of each risk based on past
experience at UTD and in higher education in general.

The impact of a risk is the effect a single occurrence of that risk will have upon the
achievement of UTD’s goals and objectives in relation to financial areas. The following,
as requested by U.T. System, was used as a guide:

> HIGH - the effect will cause UTD not to achieve its goals and objectives: itis a
“show stopper.”

» MEDIUM - the effect will cause UTD to operate inefficiently and/or expend
unplanned resources to meet goals and objectives.

» LOW - there will be no measurable effect upon the achievement of UTD goals
and objectives.

The probability is defined as the probability that a risk will become reality. The
following, as requested by U. T. System, was used as a guide:
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> HIGH - the risk will become a reality frequently.
» MEDIUM - the risk will become a reality infrequently.
» LOW — the risk will rarely become a reality.

The audits selected were based on our risk assessment, input from management, and
the survey. As detailed in Appendix A, the following Academic Institutional Process
audits were selected:

Financial Statement Certifications

Scholarships & Fellowships

Gifts

Cash Handling

Contracts & Grants

Engineering and Science Research Enhancement Initiative

Human Resources Control Self-Assessment Workshop (carried forward from FY
2007)

ANANANA N NA Y

Research Audits

A detailed (tier two) risk assessment for Research Audits is outlined at Appendix C.
The purpose of Research Audits is to provide assurance that UTD is in compliance with
various regulations, policies, procedures, and/or terms of contracts and grants. Also, to
provide assurance that either: (1) assets are safeguarded, (2) resources are employed
efficiently and economically, or (3) established operating and strategic goals and
objectives are accomplished.

The authority for these audits comes from IlA Standards 1000 (Attribute Standards),
2000 (Performance Standards), and the Texas Internal Auditing Act Sections 3 and 7.

Using ERM techniques, and with the assistance of the Offices of Contract and Grant
Accounting, Research Administration, and Sponsored Projects, we performed a “tier
two” risk assessment on various Research risks.

As defined by the U. T. System Audit Office, the impact of a risk is the effect a single
occurrence of that risk will have upon the achievement of UTD’s goals and objectives in
relation to financial areas. The following, as requested by U.T. System, was used as a
guide:

> HIGH - the effect will cause UTD not to achieve its goals and objectives: it is a
“show stopper.”

> MEDIUM - the effect will cause UTD to operate inefficiently and/or expend
unplanned resources to meet goals and objectives.

> LOW — there will be no measurable effect upon the achievement of UTD goals
and objectives.
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The probability is defined as the probability that a risk will become reality.

» HIGH - the risk will become a reality frequently.
» MEDIUM - the risk will become a reality infrequently.
» LOW — the risk will rarely become a reality.

Based on the risk assessment and other considerations, the following were high risk
(red), and were selected for audit as detailed in Appendix A.

v Time and Effort Reporting
v' Laboratory Safety

Other research areas, selected due to management input, and overall higher risks,
were:

v Contracts and Grants
v Engineering and Science Research Enhancement Initiative

Information Technology Audits

A detailed (tier two) risk assessment for Information Technology audits can be found at
Appendix D. According to the U. T. System Audit Office, the purpose of Information
Technology (IT) audits is to:

“Provide assurance that information assets are secure, effective and reliable, are
linked to the achievement of the organization’s objectives, and are used in
accordance with all applicable laws, rules and policies.”

The authority for such audits comes from IIA Standard 1000 (Attribute Standards) and
2000 (Performance Standards), and from the Texas Internal Auditing Act, Section 5.

We performed a “Tier Two” Risk Assessment using ERM risk assessment techniques
and the control domains and critical IT processes identified within the Control
Objectives for Information and Related Technology (CobiT) framework. We modified
the domains to fit UTD’s IT environment. The four domains are:
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Planning and Organization
Acquisition and Implementation
Delivery and Support
Monitoring

We identified the critical IT processes at UTD and performed a valuation of impact and
probability of each process with the input and assistance of the acting Chief Information
Officer (CIO) and senior Information Resources staff, including the Security Manager.

The impact of a risk is the effect a single occurrence of that risk will have upon the
achievement of UTD'’s goals and objectives in relation to financial areas. The following,
as requested by U. T. System, was used as a guide:

» HIGH - the effect will cause UTD not to achieve its goals and objectives: it is a
“show stopper.”

> MEDIUM - the effect will cause UTD to operate inefficiently and/or expend
unplanned resources to meet goals and objectives.

» LOW - there will be no measurable effect upon the achievement of UTD goals
and objectives.

The probability is defined as the probability that a risk will become reality.

» HIGH - the risk will become a reality frequently.
> MEDIUM - the risk will become a reality infrequently.
» LOW - the risk will rarely become a reality.

During the development of the Audit Plan, UTD’s Acting CIO was the Vice President for
Student Affairs, and a search for the new CIO was underway. In addition, a review from
a consulting firm was done to provide guidance to UTD on the organizational structure
of Information Resources. Issues from the consulting review were considered during
the development of the Audit Plan.

During fiscal year 2006, UTD reevaluated its efforts (Project Quest) to upgrade its
legacy systems (student, human resources, finance, and budget) utilizing the SCT
Banner product. After an extensive review, UTD has decided to collaborate with The U.
T. System and two sister institutions — UT Arlington and UT Tyler. According to UTD's
President David Daniel, in an email sent to faculty and staff on June 7, 2006:
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“...A key feature of this pilot project is that all three of the UT System institutions will
adopt the same basic student information system, based on PeopleSoft software, and
share computing resources, resulting in efficiencies of scale and cost savings,
increased security of data and improvements in information reporting. In addition, a
sophisticated data center will house the computer hardware that will serve the multiple
institutions.

As a result, we will not be implementing, with one exception, the SCT Banner
components as previously envisioned. Instead, we will focus on creating a new
PeopleSoft student information system. A decision regarding the other internal
information systems will be made following installation of the student element. A
detailed implementation plan is now being developed...and will be shared with the
campus community when completed....”

Based on the risk assessment and input from Information Resources, the following
areas were selected for audit. Areas that were considered “red” risks in Appendix D but
not selected for audit are explained at Appendix F.

Protecting the Confidentiality and Integrity of Digital Research Data
Security over Laptops and Other Portable Devices

Comet Cards

Callier (new system, and carried forward from FY 2006)
Authentication and Computer Account Requests

Unix (non-priority)

DN NI N NI N

Also, additional consulting hours were budgeted for Information Technology areas to
allow participation by the Information Systems Audit Manager in the implementation
processes of the new systems. The Information Systems Audit Manager is also a
member of the Information Security Committee. Internal Audit will be working with
Information Resources during the year as decisions are made.

Financial Audits

A detailed (tier two) risk assessment for Financial Audit Areas is outlined in Appendix J.
The purpose of key financial and operating information audits, according to the U. T.
System Audit Office, is:

“Over time, to attest that the financial statement information included in the
Annual Financial Report is fairly presented in all material respects.”
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Audits of key financial and operating areas are required to be performed annually per
the Internal Controls Action Plans. The IIA Standards also give the authority to do such
audits, under Standards 1000 (Attribute Standards) and 2000 (Performance Attributes).

Using ERM techniques, and with the assistance of the Business Affairs Leadership
Team, we performed a risk assessment on the financial statement processes that we
felt were significant to UTD. We identified accounts which, if inaccurate, would
materially misstate UTD’s financial statements. Next, we valued the impact and
probability of each risk based on past experience at UTD and in higher education in
general.

The impact of a risk is the effect a single occurrence of that risk will have upon the
achievement of UTD’s goals and objectives in relation to financial areas. The following,
as requested by U.T. System, was used as a guide:

» HIGH - the effect will cause UTD not to achieve its goals and objectives: itis a
“show stopper.”

» MEDIUM - the effect will cause UTD to operate inefficiently and/or expend
unplanned resources to meet goals and objectives.

> LOW — there will be no measurable effect upon the achievement of UTD goals
and objectives.

The probability is defined as the probability that a risk will become reality.

» HIGH — the risk will become a reality frequently.
» MEDIUM — the risk will become a reality infrequently.
> LOW - the risk will rarely become a reality.

U. T. System identified System-wide financial audits to include the following:
v Financial Statement Audit (defined by external auditors).

Risk-based financial audits would be financial audits that our risk assessment process
identified as being higher risk, or those areas that management felt needed to be
audited, and/or areas that have not been recently audited.

Based on the risk assessment and input received, the following financial areas have
been included in our Audit Plan for fiscal year 2007:

v Deloitte financial audit

v Financial Statement Certifications
v Cash Handling

v Contracts and Grants
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Though the areas of Fixed Assets, Accounts Payable/Expenditures, and Endowment
ranked as high (red) risks, these areas will be audited through other audits, such as the
Deloitte work, Change in Management (departmental) audits, and compliance audits
and/or inspections.

Compliance Audits and Inspections

A list of compliance audits and inspections planned for fiscal year 2007 can be found at
Appendix E. The Action Plan to Ensure Institutional Compliance was approved by the
U. T. System in April 1998. This plan provides an outline for all institutions to follow to
ensure that institutional risks are minimized regarding the University’'s compliance with
the laws, regulations, policies and procedures which govern the University's research,
-education,— and-—business- initiatives.— In —addition, /A" Standard 1000 (Atftribute
Standards), 2000 (Performance Attributes), and the Texas Internal Auditing Act,
Section 321.0132, Compliance Audit, defines the authority for compliance audits.

According to the U. T. System Audit Office, the purpose of institutional compliance
audits is:

“To provide assurance that an effectively designed Institutional Compliance Program
has been implemented and that the program is operating effectively.

To provide assurance that the institution is in compliance with policies, plans,
procedures, laws, and regulations that could have a significant impact on operations
and reports.”

For Compliance audits, we did not perform a risk assessment, since a risk assessment
is done by the Compliance Subcommittee each year, with input from Internal Audit.
Instead, we worked with the Compliance Office to prepare an audit plan for compliance
audits, choosing the higher risk areas for audit. As a result, the following Compliance
audits were planned for fiscal year 2007:

v Environmental Health and Safety

v _Emergency Operations Plan- — — — — — — —

v Purchasing Cards

v SEVIS (Student Exchange Visitor Information System) (non-priority)



The University of Texas at Dallas
Fiscal Year 2007 Audit Work Plan

Change in Management Reviews
According to the U. T. System Audit Office, the purpose of management reviews is:

“To provide a consulting service to the new manager by reviewing the existing
internal controls in the department and providing the information necessary to assist
the new manager in developing an adequate system of internal controls which will
provide reasonable assurance of sound management.”

The authority for these audits comes from the IlA Standards 1000 (Attribute Standards)
and 2000 (Performance Standards), and from the U. T. System's Action Plan to
Enhance Internal Controls (1994 and 1996).

Due to the role played by the compliance function, and departmental internal controls
being assured as part of the compliance program, departmental audits are not
performed at U. T. System institutions. Instead, departmental audits are conducted
when there is a change in management.

Departmental audits are primarily audits of a department’s internal controls conducted
in accordance with the Action Plan. We plan to follow the guidelines adopted by the
Committee of Sponsoring Organizations’ (COSO) Internal Control — Integrated
Framework in conducting all internal controls audits. Based on the planning procedures
and/or the request of the department head, such audits may be expanded to include
additional audit procedures.

Some areas have already been identified and are included in Appendix A. Time has
been reserved for additional change in management audits. Change in management
audits will be done as soon as possible after the new manager has assumed their
duties.

Follow-Up Audits

The purpose of follow-up audits is to ensure that management actions have been
effectively implemented for recommendations resulting from internal audits.

The authority for these projects comes from IIA Standard 2500 (Monitoring Progress,
the Texas Internal Auditing Act.



The University of Texas at Dallas
Fiscal Year 2007 Audit Work Plan

Follow-ups include the following:

< Annual Follow-Up Audit, conducted to follow up on all fiscal year 2006 audit
recommendations.

< Quarterly follow-ups, as requested by U. T. System, to follow up on all
recommendations considered significant to UTD operations.

Projects
According to the U. T. System Audit Office, projects:

‘Assist members of the organization in the effective discharge of their
responsibilities.  This includes furnishing them with analyses, appraisals,
recommendations, counsel, and information concerning the activities reviewed.”

Projects include audits and other projects that are conducted at the request of the
President or top management. Projects will be approved by the Audit Committee. The
authority for these projects comes from HA Standards 1000 (Attribute Standards) and
2000 (Performance Standards), the Texas Internal Auditing Act sections 7(1)(e) and
7(1)(f), and the 1994 and 1996 Action Plans to Enhance Internal Controls.

During fiscal year 2007, the Office of Internal Audit is required by the Texas Internal
Auditing Act and by IlIA Standards to undergo an external Quality Assurance Review
(QAR). The QAR is scheduled to be performed in November 2006. Audit hours include
preparation of a self-study to be completed prior to the external QAR.

Budgeting hours for projects was based on prior history. Projects for fiscal year 2007
include:

ACL Projects

Annual Internal Audit Report

Audit and Compliance Committee

ERM Implementation

External Quality Assurance Review

FY 2008 Audit Plan

Quality Assurance Reviews for Other Audit Departments (non-priority)
Reserved for Special Projects and Investigations
SACS

U. T. System Requests

Website Updates and TeamMate Procedures
Hotline Investigations

AN VA N N N N N N N NN
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Appendix B: Risk
Fiscal Year 2007

for Academic Institutional Processes

LIdi ACLLUTIUNY

Disaster Recovery
Ptanning for
Business
Processes (Not IT

Appendix C for detailed risk (CGA): Time & Eaipdemot Animal Research CGA: Allowable CGA: Cash
ment for Research. Biosafety Effort Reporting  [MH |initiatve MH |& Safety Issues  |MH [Costs Manags it
Enroliment Admissions
Student Services Financial Aid Student Records |HL [Services HL |Registration HL |Processing
|
Strategic Plan |
does not address Employment - | Employment -
Human Resources Management Human Resources| Compensation Recruiting Turnover Diversity
Tuition and Fee
b t—} + + t .00"" on Process to—— et —t - sy
I I— = [ Rl aiensndhatdl |  —
Signature Authority !
University Relations and Alumni Affairs Gifts Planned Giving Funan-aysmg Partnerships é(;la;lonsv B | Public Service E&umt‘m‘, In‘f'or:n;h;n
Deployment of
Accreditation / Resources Among Course Instructional & Management of
Institutional Academic Scheduling and Academic Departments and Classroom and Deferred
Instruction and Academic Support Effectiveness Programs Library Availability Technology 1| Programs of Study Building Utilization Maintenance
Minority and Small |
Contracting Policies and Operations and Organization and Business Vendors
Purchasing Process Procedures Bid Processes Management (HUB) | Central Receiving
] T T T T —

LM, LL

&C

Risk Manag
audit)

Manage and Monitor {all levels of control, but no traditional audit)

\ccept (accept the risk and have no controls)

Impact = The effect a single occurrence of that risk will have upon the achievement of UTD's goals & objectives.

Probability = The probability that a risk will become reality at UTD.

High: The risk will bacome a reality frequently at UTD.

Madium: The risk will become a reality infrequently al UTD.

Low: The risk will rarely become a reality at UTD.

bie Risk Management (al! levels of control plus traditional



and Development - See

Institutional Compliance Program - see
A weilx E for listin ligh-risk areas.

Probability = The probabliiity that a risk will b
High: The risk will bacome a reality frequently at UTD.
Medium: The risk will becoma a reality infrequently at UT
Low: The risk will rarely become a reality at UTD.
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THE UNIVERSITY OF TEXAS AT DALLAS
APPENDIX D: Risk A

FISCAL YEAR 2007

Planning & Organization

t for Infor jon Technology

Human Resourc

Management -

TAC 202 T gi Organizati Policies and Financial Controls Competent /IR Project

Compliance Planning Structure |MH | Training - VR Staff] Risk Assessment Procedures over IT Expenses Staff Man: ent Quality Assurance
Acquisition and ﬁmtral " - ropticat

N uthentication Computer ross Applications|

Implementation Replacement of Server (CAS) Operations (all, including

Legacy Systems - (single sign on Controls (Data Change Purchased SEMS, ZSS,

PROJECT rt of Galaxy)  |HM |UTD-ID HL_|Physical Security [HL _|Centers) MH | Scanning/imaging |MH _|Management MH | Software WEB)

Applications - Administrative
Active Facilities Cross Application:
Financial Management - Finance Account (SEMS, ZSs, Budget Property
Human Resource:
System (HRS)  pm qwyosnn o manwy  pmegs sy somony e pene g o R — P S S [
e R I Ad it
— fam—r ta—r et tot
Delivery and Support Communications
and Technical —
o = et Data M t
(complate,
accurate, valld
Service - web, etc
= Riek: & Risk {oll Levels of Control* plus » traditional sudit)

= Manage snd Monior (all Levels of Control but no traditional sudit)

Probability = The probability that a risk will become reality at UTD.

High: The igk wilt become a reality frequently at UTD.
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APPENDIX D: Risk A for Infor jon Technology

FISCAL YEAR 2007
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THE UNIVERSITY OF TEXAS AT DALLAS
APPENDIX E: Institutional Compliance Audits & Inspections
FISCAL YEAR 2007

- Life Safety-Egress
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APPENDIX E: Institutional Compliance Audits & Inspections
FISCAL YEAR 2007
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Appendix F: Tier One Risks

Non-Audit Office



The University of Texas at Dallas
Appendix G: Calculation of Available Hours for Fiscal Year 2007

Information
Systems Staff Auditor
Director Senior Auditor Manager Staff Auditor (50%) Total
Hours Available
Less: Tumover
Less: Director
Administration for
Compliance
Hours Available
General Administration
Staff Meetings
ACUA and IIA
Training/CPE
Holidays
Vacation & Sick Leave
Total Administrative
Notes:
* The total hours are based on 4.5 budgeted positions net of 3 months estimated vacancies. Average Leave Per Year Per Auditor
We decided on four months based on looking at the past three years of turnover. Per discussions with Total Leave
staff, we feel confident that tumover will not exceed that of FY 2006. Holidays
Hours were calculated based on a 2,080 hour work year. Note that one of the four staff members is 50% time. Vacation/Sick
# Auditors
General Administration of 1.5 hours per auditor per week calculated (52 weeks - 7 weeks = 45 weeks x 1.5 x 4.5) Average Leave Per Year Per Auditor
# Weeks

Holidays

Vacation and Sick Leave calculated based on looking at the past year's (2006) vacation and sick leave taken. Vacation/Sick

* Holidays calculated based on the UTD holiday schedule for fiscal year 2007.

* Training/CPE based on approximately 77 hours per FTE. This was based on prior year and anticipation of training in FY 2007.
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The University of Texas at Dallas
COMPONENT TOTAL 2007 OPERATING BUDGET ALL FUNDS: $279,917,869

TOTAL NUMBER OF 2007 BUDGETED AUDITOR POSITIONS (GROSS OF VACANCIES): 4.5

Appendix H: Fiscal Year 2007 Priority Audit Plan

Priority
Budgeted

Requ:red Audlts
(UT System Required
[Deloitte Financial Audit Work
[Presidential Travel and Entertainment Expenses -
|Regents Rule 20205
'SSN Protection
Time and Effort Reporting

Externally Required

—

“

Assistance to Outside Auditors - Financial Audit FY 2007

|Assistance to Outside Auditors - Statewide Federal Audit

(JAMP (Joint Admissions Medical Program)

Lena Callier Trust

Carried Forward from FY 2006 Audit Plan
TETC Audit

_—

Internally Requested

SACS Review of Faculty Credentials

' Total Required Audits

Consulting

Audlt Issues - Consulting/Meetings

|Compliance Consulting/Meetings

'Informatlon Technology Consulting/Meetings

.Financial Consulting and Meetings

Total Consulting
______ Risked Based: Compliance Audits
Environmental Health and Safety (EH & S)
Emergency Operations Plan
‘Purchasing Cards
SEVIS (Student and Exchange Visitor Information
System)

Total Compliance Audits
Risk Based: Information Technology Audits
BPM 75-04-06 (Protecting the Confidentiality and Integrity
of Digital Research Data)
Security over Laptops and Other Portable Devices
Comet Cards
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Laiier - new system
Authentication and Computer Account Requests
Unix
Breeze Implementation Meetings
Total Information Technology Audits
Risk-Based: Academic Institutional Processes
Financial Statement Certifications
Scholarships & Fellowships
Gifts
Cash Handling
Contracts & Grants
Engineering and Science Research Enhancement
Initiative (Project Emmitt)
Academic Institutional Process Audits Carryforward (in
process at 8/31/06)
Human Resources Control Self-Assessment
Workshops
Total Academic Institutional Process Audits
_______Change in Management Audits
Dean of Natural Sciences and Mathematics
'Facilities Management
VP Business Affairs
Information Resources
Callier Center
Associate VP for Budget
'Reserved for Change in Management Audits During the
Year
|Carryforward from FY 2006 Audit Plan
| VP Development _ )
1otal Change in Mdnagems™  dits

Follow-Up Audits I

|Annual Follow-Up Audit

(Quarterly Follow-Up of Significant Recommendations
Total Follow-up Audits

i ~ Projects

|ACL Projects

|Annual Internal Audit Report

|Audit & Compliance Committee

{Enterprise Risk Management (ERM) Implementation

|External QAR

|[FY 2008 Audit Plan

I[Czuality Assurance Reviews for Other Audit Departments
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22.47%



l092¢l I

ecl

|

spoafoid je301 l
suonebisaau| auljjoH
$8I1npado.d aleNwes ] pue sajepdn alsgaMm
s}sanbay waisAS "1 ‘N

SOVS
*013 ‘@8)IWwWo) JpNy ‘Juapisald Aq paulwialeq
















THE UNIVERSITY OF TEXAS AT DALLAS
APPENDIX J: Risk Assessment for Financial Areas

FISCAL YEAR 2007

m
)

Contracts, Grants, and Gifts -
Revenues

|
Salaries & Wages

II-II

Risks

(R VIRV

with Terms of
Endowment

authorized

SIS to FINS J iccess

Inaccurate
andfor untimely Lack of

Unauthorized
access to HRS

Quetam Hi |n. itiae II-II ‘m itharizad

-rnrnnr\iﬁnﬁnnc -IRQ rantilatinne -r{ndnmﬁnne
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THE UNIVERSITY OF TEXAS AT DALLAS
APPENDIX J: Risk Assessment for Financial Areas

FISCAL YEAR 2007
1 2 3 4 5 6 7 ast Audit
D Ty
process could
result in
inaccurate ‘ Inaccurate | Inaccurate
financial 1xpense revenue I I I l | I Deloitte work - 2005
iccrual recognition AFR
Accounts Receivable and Other Not placing
Receivables Inadequate rack of holdson
collection segregation of Inadequate Lack of ‘ Unauthorized ‘accounts that
luties allowance -econciliations access to SIS are pastdue | | |2006 Deloitte
ive Risk M. &C {e Risk Manag: t (all Levels of Control* plus a traditional audit)

= Manage and Monitor (all Levels of Control but no traditional audit)
= Monitor (only Execution Controls & Supervisory Controls)

- = Accapt (accept the risk and have no controls)

Impact = The effect a single occurrence of that risk will have upon the financial statements.
High: The effect will cause UTD to matenially misrepresent its financial position.

Medium: The effect will cause UTD to misrepresent its financial position.

Low: There will be no measurable effect upon financial statement reporting.

Probability = The probability that a risk will become reality at UTD.
High: The risk will become a reality frequently at UTD.

Medium: The risk will become a reality infrequently at UTD.

Low: The risk will rarely become a reality at UTD.
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